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[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
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@DOH/| OLICHOYHBIX CPEICTB MO TUCIUILIMHE (MOIYII0) COCTABIEH B COOTBETCTBHH C TPEOOBaHUSIMHU
dI'OC BO no nanpasnenuto noarotoBku 09.03.03 Ilpuknagnas wHbOpMATHKA, YTBEPIKICHHOTO
npukazoM MunHoOpHayku ot 19.09.2017 Ne 922

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 thaxysbrer [Ipencenarens Marepyxun A. B. Paccmotpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

OIIK-3 CmocobeH pemiath CTaHAAPTHBIC 3a1aud NPO()ECCHOHAIBHOW AESITEIBHOCTH Ha OCHOBE
nH(pOpMAITMOHHOM " oubamorpaduyeckoit KYJIBTYPbI c MpUMEHEHHUEM
MH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMMH W C Yy4Y4eTOM OCHOBHBIX TpeOoBaHUM
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

OIIK-3.4 Peanmsyer 0a3oBble Mephl M MPUHIHUINBI oOecreueHuss WH(POPMAIMOHHOM
0e30macHOCTH TpU paboTe C JaHHBIMH, WH()OPMAIMOHHBIMH CHCTEMaMH M CETEBBIMH
pecypcamu

3namo:

OIIK-3.4/311 OcHOBHBIC MPUHIMITEI HH(POPMALIMOHHOMN 0€30MacHOCTH
Ymemu:

OIIK-3.4/Ym1 IIpumMeHSATh MEpHI 3aIUTHI JAHHBIX

OIIK-3.4/YM2 HacTtpauBath 6a30Byt0 0€3011aCHOCTb CUCTEM

Braoems:

OIIK-3.4/HBl HaBblkamu peanuzalui Mep 3aluThl WH(POpMAIMU B TOBCEAHEBHOM

pabore

2. Iloka3zaresid 1 KPUTEPUH OLIECHUBAHMSI KOMIIETEHIIH

[Tnanupyembie YpoBeHb Kpurepuu oniennBanus (nepedeHb chOPMUPOBAHHBIX
pe3yJIbTaThl OCBOCHUS |OBJIAICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)
MIPOrPaMMBbI
OIIK-3 Cnocoben [ToBbIIEHHBIN
peliaTh CTaHIapTHbIE
3a7a4u MK OIIK-3.4 PeanuzyeT 6a30BbIe MEPHI M IIPUHIIUITHI
npodeccroHaTbHOM obecnieueHrss ”HPOPMAITMOHHON O0€30MMaCHOCTH MPH
NesITeIbHOCTH Ha pabote ¢ JaHHBIMU, HTHPOPMAIIMOHHBIMH CHUCTEMaMH U
OCHOBE CETEBBIMH pecypcamMu
WH(pOpPMAITMOHHON U
oubmmorpaduyeckoit 3HaTh:
KYJBTYPBI C OIIK-3.4/311 OcHOBHBIEC TPUHITUTIEI HHPOPMAITUOHHOM
MIpUMEHEHUEM 0e30macHOCTH
MH(OpPMAITMOHHO-KOM YMeTh:
MYHHKaIIHOHHBIX OIIK-3.4/YMm1 TlpuMeHSTH MEpHBI 3aIIUTHl JAHHBIX
TEXHOJIOTHH U C OIIK-3.4/YM2 HacTtpauBath 6a30Byt0 0€30MaCHOCTD
Y4E€TOM OCHOBHBIX CUCTEM
TpeboBaHU Bianers:
nH(pOpMAITMOHHOM OIIK-3.4/HB1 HaBblkamu peanu3aiii Mep 3aIuThl
0€30macHOCTH nH(OpMAIMU B TOBCEAHEBHOM padoTe




ba3zoBblit MK OIIK-3.4 Peanu3zyet 6a30Bbie MEPHI M IPUHLIUIIBI
obecreueHus HHGOOPMAITMOHHON 06€30MaCHOCTH MPU
pabote ¢ TaHHBIMH, UHPOPMALMOHHBIMU CHCTEMaMHU U
CETEBBIMH pecypcaMu

3HaTh:
OIIK-3.4/311 OcHOBHBIC TPUHIMITEI HH(POPMALIUMOHHOM
6e30macHOCTH

YMmeTs:
OIIK-3.4/YmI1 IIpumMeHSTh MEpHI 3aIIUTHI JAHHBIX
OIIK-3.4/Ym2 HactpauBatb 6a30Byt0 6€3011aCHOCTh
cucTeM

[ToporoBbiii MK OIIK-3.4 PeanuzyeT 6a30BbIe MEpPHI M IIPUHIIAITHI
obecnieueHrss ”HPOPMAITMOHHOW O0E30MMaCHOCTH MPH
pabote ¢ JaHHBIMHU, HHPOPMAIIMOHHBIMU CUCTEMAMU U
CETEBBIMH pecypcamMu

3HaTh:
OIIK-3.4/311 OcHOBHBIC TPUHITUTIEI HHPOPMAITUOHHOMN
0e30MmacHOCTH

3. [IIxajga oneHUBAHUSA

OrneHka

Kpurepuu onenuBanus (nepeuensb copmupobanasix NIK/3VB)

OTiIu4HO

OIIK-3.4 Peanuzyet 0a30BbIe MEPBI U MPUHITUIIBI 00ECTICUEHUS
nH(}OpPMAITMOHHON 0€30MaCHOCTH TP paboTe ¢ TaHHBIMU, HHGOPMAITMOHHBIMHU
CUCTEMaMHU U CETEBBIMU peCypcamMmu
OIIK-3.4/311 OcHOBHBIC TPUHITUTIEI HHPOPMAITMOHHOM 0€30MMacCHOCTH
OIIK-3.4/YMm1 TlpuMeHSTH MEpHI 3aIIUTHl JAHHBIX
OIIK-3.4/YM2 HacTtpauBarh 6a30Byt0 0€3011aCHOCTb CUCTEM
OIIK-3.4/HB1 HaBblkamu peanu3aiii Mep 3aluThl HHOOPMAIIHN B
MOBCEHEBHOM paboTe

Xopouio

OIIK-3.4 Peanuzyet 6a30BbIe MEPBI U MPUHITUIIBI 00ECTICUEHUS
nH()OPMAITMOHHON 0€30MaCHOCTH TP paboTe ¢ JaHHBIMU, HHGOPMAIIMOHHBIMHU
CUCTEMaMHU U CETEBBIMU peCypcamMmu
OIIK-3.4/311 OcHOBHBIC TPUHITUIIEI HHPOPMAITMOHHOM 0€30MMaCHOCTH
OIIK-3.4/YMm1 TlpuMeHSTH MEpHI 3aIIUTHl JAHHBIX
OIIK-3.4/YM2 HacTtpauBath 6a30Byt0 0€3011aCHOCTb CUCTEM

VYnosnerBopure
JIBHO

OIIK-3.4 Peanuzyet 6a30Bble MEpPbI U IPUHIIMUIIBI 00ECTICUCHHS
UH(POPMAITMOHHOW 6€30MaCHOCTH MU padoTe ¢ JaHHBIMU, HHPOPMAITHOHHBIMHU
CHCTEMaMH U CETEBBIMH pecypcaMu
OIIK-3.4/311 OcHOBHBIC TPUHIMITEI HH(POPMALIMOHHOHN 6€30MMacHOCTH

Heynosne-
TBOPUTCIILHO

Pesynbrarsl 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

4. KoHTpobHBIC MEPONIPUATHSA MO TUCHHUIINHE

Bun xonTposs

®opma koHTpoIIst/ OLIEHOUHOE CPEICTBO

Texywmuii koHTpons | TectupoBanue

[TpomexxyTounas

arrecrangus

DK3aMeH




Bua koHTpOJISI/ HCOJIB3yeMble
Ne HaumenoBanue pasiea Kourtpoaupyem OlICHOYHbIE MATePUAJIBI
n/n bie UK . TIpoMexyT.
Texymmi
arTrecranus
1 |[Uudopmanmonnas 6e3omacuocts |OIIK-3.4 DK3aMeH
B CUCTEME HAIIMOHAIBLHOMN
6e3omacHocTH Poccuiickoii
denepanuu
2 |Mudopmarmonnas BoitHa, metoas! |OI1K-3.4 DOK3aMeH
U CPE/ICTBA €€ BEACHUS
3 |O6ecneuenus napopmanuonnoit  |OITK-3.4 TectupoBanue DK3aMeH
0€30MacCHOCTH KOMITbIOTEPHBIX
CUCTEM

5. Ilopsaok nmpoBeeHsI MPOMEKYTOUHOM aTTeCTAIUMN

[lopsnok mpoBeeHMsT NPOMEKYTOUHOM  arTecTalluyd  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTU H
NPOMEXYTOYHOM aTTecTaluy OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajiaBpuaTa, HMporpaMMaM CHEIHATUTETa, MporpaMmmamM
MarucTparypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pazoBaHMs «MOCKOBCKHI TOCYJapCTBEHHbIM YHHUBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanys 1 NpoBeIeHUE MPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O TMOPSAKE OCYLIECTBICHHS 00pa30BaTEIbHOTO IMPOLECca, MPOBEICHHUS TEKYIIETo
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C [PUMEHEHHEM
SNIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (QenepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0Opa30BaHMSA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3uu u Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npumeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus.: Ixk3amen, 1 cemecmp.

DK3aMeH OLIEHUBAETCS [0 IMATHOAIIHFHON HIKAJIE:

- 3aYTEHO C OLEHKOW «OTJIMYHO» BBICTABISCTCS, €CIM OOydYarolmuiics HuMeeT DIyOoKue,
MCYEPIIBIBAIOIINE 3HAHUS B O00ObEME OCBOCHHOW IMPOTpaMMBI; 3HAHHE OCHOBHOW (00s3aTelbHON)
JUTEpaTypbl; JaeT MpaBUIbHBIE M YBEPEHHBIE OTBETHI, CBUJETEIHbCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAHUW U HaBBIKOB B HCIOJIb30BAaHMHM TEXHUYECKUX CPEACTB; IMOJHOE, YETKOe, I'PaMOTHOE U
JIOTUYECKH CTpPOHMHOE U3JIOKEHHE MaTepuajna; JEMOHCTPUpPYEeT CBOOOAHOE MpPUMEHEHHE
TEOPETUYECKUX 3HAHUM MPHU aHAN3€e MPAKTHUYECKUX BOMPOCOB;

- 3aYTEHO C OIICHKOM «XOpOIIO» BBICTABISAETCA OOydaroleMycsl B Cllydae COOTIONEHUS TeX XKe
TpeOOBaHUM, HO HAJUYUU B OTBETE OOYYaIOLIErocs MO HEKOTOPHIM MEPEUUCICHHBIM MOKa3aTelsiM
HEJOCTAaTKOB MPUHLMUIHUATLHOTO XapaKTepa, 4YTO BbI3BIBACT 3aMEUYaHHMsI WJIM IONPaBKU
MIpero1aBaTeis;

- 3a4TEHO C OILICHKOH «yIOBJIETBOPUTEIHLHO)» BBICTABISETCS 00ydaromeMycs B ciiydae COOMIOAeHUS
TeX e TpeOOBaHUM, HO B ClIydyae HaJWYMsl B OTBETE OIIMOOK, HEOOXOJUMOCTH CYIIECTBEHHOM
MTOMOIIM B BH/JIE TIONIPABOK M HABOJSAIIUX BOIIPOCOB MPEIoaBaTes;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUIICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPAaBWJICS C MPAKTUYECKUM 3aJJaHUEM WIIH BBIITOJIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

6. OneHo4YHbBIC MaTepHAJIbl TEKYLET0 KOHTPOJIS

Pazoen 3. Obecneuenun unghopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Koumponupyemvie H/[K: OIIK-3.4




Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHBIX
cucmem
®dopMa KOHTPOJISI/OTICHOYHOE CPe/ICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. OcHOBHBIE TPUHITUTIEI HHPOPMAITMOHHOM 0€30MacHOCTH:
1) KonduneHimanbHOCTh, IIEIOCTHOCTb, JOCTYITHOCTh
2) KorduneHmanpbHOCTh, ayTEHTUYHOCTb, JOCTYTHOCTh
3) KonduneHmanpbHOCTh, IIEIOCTHOCTD, aKTyaTbHOCTh
4) ILlenocTHOCTD, JOCTYIHOCTb, OTKa30yCTOMYUBOCTh
2. YUTo siBNIsieTCSl OCHOBHOM 1IEJIBIO aTAKK THUIIA COLMATbHON MHXXEHEepUu?

1) OOxonm TEXHWYECKHX CPEACTB 3amuThl (OpaHaMay’poB, AHTUBHPYCOB) IIyTEM B3JIOMa
ysizBumocten [10.

2) MaHumyasus JTI0AbMU C HENblo MOMy4YeHUs] KOH(pUIeHInaIbHON HH(OPMAIIUU WM COBEPILIECHUS
ONPENCIICHHBIX IEUCTBUM.

3) 3apakeHne KOMIBIOTEPOB BpenoHOCHBIM [10 depe3 ysa3BUMOCTH B ONIEPAITMOHHON CHCTEME.

4) Kpaxa pusnueckux Hocurteneid nHGopMarmu ()KECTKUX TUCKOB, IICIIIEK).

3. Kak Ha3bpiBaeTcs TEXHHKA COLMAIBHOW WHXKCHEPUHU, TPU KOTOPOH 3ITOYMBINIICHHHK
3apaHee MPHUIYMbIBACT MPABIONOAOOHBINM CIIeHapuil (JIeTeHIy) AJisi YCTAHOBICHUS JOBEpUS H
nonydeHust HpopMmarmm?

1) ®ummunr (Phishing)
2) KBu nipo kBu (Quid pro quo)
3) [Iperekctunr (Pretexting)
4) baiitunr (Baiting)
4. Yto o3Havaet npuHIu "L{e10cTHOCTR" B KOHTEKCTE MH(POPMAITMOHHOU Oe30macHoCTH?
1) Obecneuenue Toro, YTo MHGOPMAIHS JOCTYITHA TOIBKO TEM, KTO UIMEET Ha 3TO MPaBo.
2) Oo0ecrieueHnne TOro, uYTO HWHQPOpPMANMS SBISICTCS TOYHOH, TOTHOW M 3AlIMIIEHHOW OT
HECAHKIIMOHUPOBAHHOTO WJIHM CITy4aifHOTO U3MEHEHUSI.
3) Obecnieuenue TOro, 4To MHGOPMAIMA U CHUCTEMBI JOCTYIHBI aBTOPU30BAHHBIM I10JIb30BATEIISIM,
KOTJIa 3TO HEOOXOMMO.
4) 3amuTta MHQOPMAIMK OT HCKaKEHHUsS WM TMOTEpU IPH Tepenaye Mo KaHajaM CBSI3U HU3-3a
TEXHHYECKHUX TTOMEX.

5. Kakas araka HampaBieHa HAa HapylICHHE MPUHIMIA JOCTYMHOCTH IyTeM IMeperpy3Ku
IIEJIEBOTO pecypca (cepBepa, CeTH) OTPOMHBIM KOJIMYECTBOM 3aPOCOB, JeJasi ero HeAOCTYTHBIM ISt
JETUTUMHBIX TIOJIB30BaTENCH?

1) ®ummunr (Phishing)

2) Bueapenne SQL-koma (SQL Injection)

3) Otka3 B obciyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepenune (Man-in-the-Middle, MitM)

Tema 3.2. Mexanuzmol 3auumuol uHgopmayuu 8 a8MOMamMu3UPOBAHHBIX CUCTNEMAX

®dopMa KOHTPOJISI/OTIICHOYHOE CPeACTBO: TecTrupoBaHue

Bonpocsi/3ananus:

1. UYro w3 mepeuucieHHoro Hawboiee TOYHO oOmpenenseT TmoHsATHe "Yrpoza" B

nH(popmaImoHHou 6e30macHocT?
1) Konkpetnas ciabocTh WM HEJOCTATOK B CHCTEME, MPOLEAYPE MM KOHTPOJIE, KOTOPHII MOXKET
OBITh HCIIOJIB30BAH.
2) lloreHuuanbHas NMPUYMHA HACTYIUJICHHUS] HEXKEJIATEIbHOTO COOBITHS, KOTOPOE MOXET HaHECTU
yiiepb cucTteMe WM OpraHu3alym.
3) Texuuueckas araka, Takas KaKk BUPYC WIH (DUITHHT.
4) dakTHYECKU MTPOU3OIIIEIIee HapyIIeHHe 0€30MacHOCTH, MOBJIEKIIee yiepo.



2. Kakoif BapuaHT KJIacCH(PUKALUU Yrpo3 HHPOPMAIIMOHHONW O€30MacHOCTH SBISETCA
HaumbOonee (QyHIAMEHTAIBHBIM W IIUPOKO WCIONB3YEeMbIM, YYUTHIBAET HCTOYHHK U TMPUPOAY
MIPOUCXOKACHUS yTPO3bI?

1) Ilo oOwekry araku: yrpo3bl JaHHBIM, YIPO3bl MPOTPAMMHOMY OOECIEUCHHIO, YTPO3bI
000pyA0BaHUIO, YTPO3bl KaHAIAM CBS3H.

2) [Ilo wucnoiab3yeMbIM CpeACTBAM arTaku: MporpaMMHble, amnmapaTHble, (U3NYECKUE,
COLIMAJILHO-TICUXOJIOTUYECKHUE.

3) I1o MCTOYHMKY MPOUCXOXKICHUS: BHYTPEHHHUE U BHEIIHUE; a TAKXKe IO MPUPOJIE: €CTECTBEHHbIE U
HCKYCCTBEHHBIE.

4) Tlo tuny nHapymaemoro npuHiuna Mb: yrpo3sl KoHOUACHIMATEHOCTH, YIPO3bl IIEIOCTHOCTH,
YIpO3bl JOCTYITHOCTH.

3. Kakoil meron aHamM3a yrpo3 HCHOJB3YET IPEBOBHAHYIO CTPYKTYpy, rae '"kopHem"
ABIIIETCS KOHEYHAsl 1IeNb 3JI0yMBIIUICHHUKA (HAapuUMep, Kpaka [TaHHBIX, OTKa3 CcepBUCa), a
"BeTBAIMU" W "MHCTHAMHU" TIPEACTABISIIOTCS BCE BO3MOXKHBICE NYTH (CICHApWM, IIIard aTakw,
HeoOXOMMbIE YCIOBUS) [UIsl JOCTMDKEHUS JTOM 1eNu, [O3BOJISISL CHCTEMaTHUYeCKH OLEHUTD
YSI3BUMOCTHU M KOHTpMEPHI?

1) Ananus nepesa atak (Attack Tree Analysis)
2) Ouenka kputuaHocTH ysi3BuMocTel (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiit ananus puckoB (Qualitative Risk Assessment)
4) Ilenouka kubepyrpo3 (Cyber Kill Chain)
4. Yto U3 MEepEeUnCICHHOTO SIBISETCS KIFOUEBOM 1IENIbI0 XEITUPOBAHUA?
1) Obecneuenne KOHGUACHIMAIBHOCTH JAHHBIX IyTeM UX MIM(pOBaHUSI.
2) T'apanTupoBaHUE LEIOCTHOCTH AAHHBIX IYTEM CO3JAaHUSA YHUKaJIbHOro "ormedarka' (Xerma),
9yBCTBUTEIHHOTO K JTFOOBIM U3MEHEHUSIM.
3) OGecnieyeHne JOCTYITHOCTHU JAAHHBIX ITyTEM UX COKATHSL.
4) AytenTudukanys nojap30BaTeneii ¢ IOMOIIBIO MAPOJIs.

5. Kakoe wu3 mnepeuncieHHblx BpemoHocHbIx mnporpamm [IPEMMVYIIECTBEHHO
MpeIHa3HAYeHO ISl TaWHOTO cOopa MHQpOpMAMKU O NEHCTBUSX MOJB30BaTElNs (HaXKaTHs KIIABHII,
MOCEIIEHHBIE CAlThI) U €€ Tepelaur 3JI0YMBIIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinmorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvHble Mooenu 6e30nacHOCmu A8MoOMamu3UpOBAHHbIX CUCTEM
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Ipuamun "Hammensmmx npuswmiernid" (Principle of Least Privilege) B ymnpaBnenun
JOCTYIIOM O3HAYaeT, YTo:
1) Bce nonb3oBareny AOJKHBI UMETh OJMHAKOBBIA YPOBEHb JOCTyIa K pecypcaM JUisl YIPOILIECHUS
yIpaBiICHUS.
2) [Ilonmp3oBarenu JOMKHBI MOMy4daTh JOCTYNl TOJBKO TOCTE TMPOXOXKICHHUS  CIOXKHOU
MHOTO()AKTOPHOU ayTCHTHU(UKAIIHH.
3) Ilomb3oBarensM u mpoHeccaM JOJKHBI IPENOCTABIATHCS TOJNBKO TE€ IpaBa JOCTyma
(mpuBMIIETHH), KOTOpPBIE aOCOIIOTHO HEOOXOAWMBI IS BBITIOJIHEHHS MX 3apaHee OIpeIesIeHHBIX
3ajau.
4) AIMHHHUCTPATOPHI JTOJKHBI UMETh TTOJIHBIN JOCTYIT KO BCEM CUCTEMaM 0e3 OTpaHuYeHUH.

2. Yto u3 mepedncieHHOro oTHocHTcs K Mepam OU3MYECKOM  6esomacHocTH
MH(OPMAITMOHHBIX aKTUBOB?
1) YcTanoBKka 1 HacTpOIKa MEXKCETEBOTO dKpaHa (OpaHamay’pa).
2) Perynspuoe oOHOBeHHE aHTHBUPYCHOTO [10 Ha pabounx cTaHIIUSIX.
3) OOopymoBaHue CEpPBEPHBIX IMMOMEIICHHH CHCTEMOM KOHTPOJS JOCTylla H CHUCTEMOU
BUICOHAOIIONCHNA.



4) Ucnonws3zoBanue nporokosa HTTPS ms mmdpoBanus tpaduka Bed-caiiTa.
3. YTo sABISETCS OCHOBHOM LIENBIO PETYJIIPHOTO CO3/1aHUSl PE3EPBHBIX KOMMHU KPUTHUECKHU
Ba)XHBIX JIAaHHBIX B KOHTEKCTE HHPOPMAIIMOHHOW 0€301MacHOCTH?
1) O6ecnieueHne KOHGUACHIIMATEHOCTH JTAHHBIX.
2) IlpenotBparuenue arak Tuna "Yenosek nocepenune” (MitM).
3) Ilonnepxanue JOCTYITHOCTH JaHHBIX U BOBMOKHOCTH UX BOCCTAHOBJIEHMSI I10CJIE NHLIUEHTOB.
4) I'apanTHpOBaHKE LIEJTOCTHOCTH IaHHBIX B PEAJIbHOM BPEMEHU.

4. Kakoli TMN araky MNpEANoNaracT BHEAPEHHUE 3J0YMBIIIJIEHHUKOM BPEIOHOCHOTO KOJA B
JIOBEpEHHBIN BEO-CANT, C [EbI0 BHIMOJIHEHUS YTOTO Kojia B Opay3epe, HU4ero He MOA03PEBaIOIIETO
T0JIB30BATEIs MIPU MOCEIIEHUU 3TOTO canTa?

1) SQL-unrbekmus (SQL Injection)

2) MexcaritoBsiii ckpunTiHT (Cross-Site Scripting)
3) [Tonmena DNS (DNS Spoofing)

4) ®umunr (Phishing)

5. Kakoe moHsTHE ONMHCHIBACT MPOIECC BBISBICHUS, OLEHKA W TPUHATHS PEHICHUH O
00paboOTKe PpHUCKOB [UII MHUHUMH3AIMKA WX [OTCHIMAIBHOTO HETaTHBHOTO BO3JCHCTBUS Ha
WH(POPMAIIMOHHBIC aKTHUBBI OPTaHU3AIIH?

1) Ynpaenenue nanuaeatamu (Incident Management)

2) Ayaut uadopmarmonHoi 6e3onacuoctH (Security Audit)

3) IIpoBenenue nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopMaimonnoit 6esonacHoctu (Information Security Risk Management)

Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MOOeIU Oe30nacHOCmU
dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
I. Yro wu3 mnepeuucnenHoro ssiasgercs KIIFOUEBBIM omimMuneM acHMMMETPUYHOTO
mmdposanus (Hanpumep, RSA) ot cummerpuyHoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe mudpoBaHue Beerna ObIcTpee CHMMETPUYHOTO.
2) AcummerpuuHOe HIM(POBAHUE HCHOIB3YETCS TONBKO Uil IU(POBAaHHS OONBIIMX OO0BEMOB
TAHHBIX.
3) AcummeTpuuHOe MU(POBAHKUE UCIIONB3YET Napy KIouel (OTKPBITHIM U 3aKPBITHIN), B TO BpeMs
KaK CUMMETPHUYHOE UCTIOJIb3YeT OJMH OOIINIA CEKPETHBIN KITIOY.
4) CummerpudHOe mudpoBaHue He obecreunBaeT KOHPHUICHIIUATHHOCTb.
2. JIns 9ero B mepBYIO ouepeab UCTIOIb3yeTCs IudpoBoii ceprudukar?
1) dnst mmmdpoBanus KOH(GUACHIUAIBHBIX JTaHHBIX IPU NIEpeaade Mo CETH.
2) JIns coxatus TaHHBIX Nepe nepeaadei.
3) Jns mpuBS3KH OTKPBITOTO KIIFOYAa K MICHTU()UKATOPY M MOATBEPKACHUS MOMIUHHOCTH 3TOTO
COOTBETCTBUS JOBEPEHHOMN TPETHEN CTOPOHOM.
4) JInst 3aMEHBI apOJIbHON ayTEeHTU(UKAIINH.

3. Yro wu3 mepeuncnenHoro smiasercs ITPEMMYIIIECTBEHHOM muenbio cucTeMbl
obHapyxeHus Bropxenuit (Intrusion Detection System)?

1) ABTOMaTM4eCKUii MOHMTOPUHI CETH WJIM CHUCTEM Ha MpPEAMET MPU3HAKOB 3JI0HAMEPEHHOM
aKTUBHOCTH WJIM HapyIICHUH MOJUTHUK O€30MaCHOCTH U TeHEPaIUsl OMOBEUICHUH.

2) ABromaruyeckas OJOKMPOBKa BBISBICHHBIX arak B PEajJbHOM BpPEMEHH 0Oe3 BMeIaTeIbCTBa
YeJI0BEKA.

3) 3ameHa MexxceTeBOro 3kpaHa (OpanaMayspa) s GUIbTpauu Tpaduka.

4) llludposanme Bcero ceTeBOro Tpaduka.

4. Kaxoil TMII MOJUTHKN O€30IaCHOCTH OINMUCHIBACT MPaBWJIAa JOMYyCTUMOIO HCHOIb30BAHUS
KOPIOPATUBHBIX MH(OPMAIIMOHHBIX PECYPCOB (MHTEPHETA, IMOYThI, KOMIIBIOTEPOB) COTPYIHUKAMHU
OpraHu3aiuu?

1) [onmuTuka xnaccudukarnmu nanHbix (Data Classification Policy)
2) Ionutuka ynpasienus goctynoM (Access Control Policy)
3) onuTHka nomyctumoro ucnonbs3oBauus (Acceptable Use Policy)



4) TlonuThka pe3epBHOTO KomupoBaHus U BocctanoBieHus (Backup and Recovery Policy)

5. Uro u3 mnepeuucieHHoro HAWBOJIEE ToyHO omnuchiBaeT KOHLENIMIO "3amuThl B
myouny" (Defense in Depth)?
1) YcTranoBka camoro Jopororo ¥ COBpeMEHHOTO aHTUBUPYCaA HA BCE KOMIIBIOTEPHI.
2) ®oKycHUpOBKa BCeX yCUIUI 0€30MacHOCTH Ha 3aIUTE MEPUMETPa CETH.
3) Peanuzanust MHOXECTBEHHBIX, PA3HOPOAHBIX U MEPEKPHIBAIOLINXCS CIIOEB 3AIIUTHI TS CO3MAHUS
KOMITJIEKCHOW O€30MacHOCTH, TJ€ MPOPHIB OMHOTO CJIOS HE BEIET K TMOJTHOW KOMIIPOMHTAIHH
CUCTEMBI.
4) TlonHOE OTKIIFOYEHUE BCEX CUCTEM OT MHTEPHETA.

Tema 3.5. Memoovwl u Kpumepuu oyeHKU 3auuyeHHOCMU KOMIbIOMEPHBIX CUCTIEM
®dopMa KOHTPOJISI/OTIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakas araka HampaBjeHa Ha 3aXBaT CeaHCa ayTeHTU(ULIUPOBAHHOTO MOJB30BATENS IIyTEM
noxuileHus Qaitna cookie ceccur WM TOKEHA, YTO MO3BOJISIET 3JI0YMBIIUICHHUKY J1€HCTBOBATH OT
MMEHHU >KEepPTBBI O€3 3HAHUS €€ JIOTUHA U MapoJis?

1) SQL-unbexnus (SQL Injection)

2) Kpocc-caiiroBas moanenka 3amnpoca (Cross-Site Request Forgery - CSRF)
3) 3axaar ceccuu (Session Hijacking)

4) ®ummmnr (Phishing)

2. Kakoii xkpuntorpadpuueckuii npumutuB rapantupyer LIEJIOCTHOCTD npanHbIX,
reHepUpys YHUKaAJIbHYIO "IH(POBYIO MoAMHUCh" (HUKCUPOBAHHOM JUIMHBI U3 MPOU3BOJIILHOTO 00beMa
JAHHBIX, IPH 3TOM IpoLecc HeodpaTum?

1) Cummerpuunoe mudposanue (AES)
2) Xem-¢pynkmuus (SHA-256, MDS5)

3) Acummerpuunoe mudposanue (RSA)
4) ludposas moamuce (DLIT)

3. Kakoit meron ayTeHTHM(UKAIMU CUMTAeTCs HauOoiee HaJAeKHBIM I 3allUThl OT
KOMITPOMETAIIMM YUETHBIX 3alUCEN U3-3a YKPaJCHHBIX maposen?

1) Ucnionp3oBanue ciaoxHbIX naposei (12+ cuMBOJIOB)
2) Perynsipuast cMeHa naposeit (kaxasie 90 mHei)
3) MHuorodakropHas ayreHTuduxanus (MFA)
4) Ucnionp30BaHUE €IUHOTO MAPOJIS ISl BCEX CITYKEOHBIX CUCTEM

4. Yto siBnsieTcs MIaBHOM 11enbi0 ATana "OleHka pucKoB" B MPONECCE YNPABICHUS PUCKAMU
nH(popmaImoHHoM 6e30macHocT?
1) YcTpanenue Bcex 0OHAPYKEHHBIX ySI3BUMOCTEH
2) Unentuduxamuss akTUBOB, YIpo3 U YA3BUMOCTEH, OIICHKA BEPOSTHOCTH W IIOCJIEACTBUI
peanusaiy yrpo3 Ajs onpeaeacHusl ypoBHs pUCKa
3) [IpuobpereHne cTpaxoBKH OT KUOSPUHITUICHTOB
4) HaznaueHue OTBETCTBEHHBIX 32 0€30MaCHOCTh KaXk/I0T0 aKTHBA

5. Kakoli cereBoi CEerMeHT CHenuaNbHO MPEIHA3HAUYCH ISl pa3MEIICHHs OOIIEeI0CTyTHBIX
CepBHUCOB (BeO-CepBEP, MOYTOBBIN CEPBEP), U3OIUPYS UX OT BHYTPEHHEH CETH U BhICTyNas OypepHO
30HOM?
1) JlokanbHas cets (LAN)
2) becnipoBognas cetb (WLAN)
3) Bupryanbnas yactnas cetb (VPN)
4) demunurapuzoBannas 3oHa (DMZ)

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OM
MEeXHU4ecKUx pazeeiox

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:



1. Kakoil tun araka, Bxomsaumuii B OWASP Top 10, mo3BosisseT BHEAPATh W BBIIOJIHUTH
MIPOM3BOJILHBIN KOl Ha CEPBEPE WM MOTYYUTh HECAaHKIIMOHUPOBAHHBINA JOCTYII K TaHHBIM?
1) MexcaiiToBsiit ckpunTHHT (XSS)
2) Buenpenue (Injection)
3) HeGe3onacHas necepuanu3anus
4) Tlognenka mexxcaToBbix 3anpocoB (CSRF)

2. Kakoe mpaBmiI0O pe3epBHOTO KONMUPOBAHUS CYUTAETCS MHUHUMAIBHO JOCTAaTOYHBIM JUIS
3alIUThl OT MOTEPU JAHHBIX B pe3ynbTare cOosi 000pynOBaHHUs, MPOTPAMMHOM OMIMOKM WIIM aTaku
mmdposanbiuka (ransomware)?

1) ExxenHeBHOE KOTMPOBAaHWE HA BHEUTHUHN JUCK

2) KonmupoBanue Ha JIeHTY (tape) pa3 B HEJCIIO

3) [IpaBusio 3-2-1: 3 koMU JaHHBIX, 2 Pa3HBIX HOCUTEIS, | KOMHsI Ha y/IaJIEHHOM HOCHTEIIS
4) UcnonwszoBanue RAID-maccuBa

3. Kakoit Tun mmdpoBanus ucnonb3yer OJMH wmrou, kak mans mumdpoBaHus, Tak U s
pactudpoBaHus HHGOPMALTIH?
1) Cummerpuunoe mudposanue (AES, DES, 3DES)
2) Acummetpuunoe mudposanue (RSA, ECC)
3) XemmpoBanue (SHA-256)
4) ludposas moanuce (DSA)
4. Kakas wmepa ¢usnueckoit Oezomacnoctn HAMBOJIEE »>¢dexktuBHO mnpemoTBpaiact
HECAHKIIMOHUPOBAHHBIN OCTYII B CEPBEPHOE NMOMEIICHUE?
1) Tabnuuka "IlocTopoHHUM BXO1 BOcTpenieH"
2) 3aMOK ¢ KJIFOYOM Ha JIBEpH
3) Cucrema xontpois npocryna (CKVY]) ¢ wucnonb3oBaHMEM HWIESHTU(DHKAIMOHHBIX KapT |
MOCTOSTHHBIM MOHUTOPHUHIOM.
4) YcraHoBKa KaMepbl HAOIOEHUS HAJl ABEPHIO
5. Uro sBstercst [IEPBOM kimoueBoit Bhasoii yrpaBieHuHs: HHIHACHTAME HHMOPMAIHOHHOI
6e30macHOCTH?
1) Ycrpanenue (cnepKuBaHUE W JTUKBHUIAIMS YTPO3BI)
2) BoccranoBieHue (Bo3Bpar CUCTEM B pabouee COCTOSTHHE)
3) [MoaroroBka (pa3paboTka MjiaHa, Ha3HAYCHUE POJICH, CO3/JTaHUE UHCTPYMEHTOB)
4) TTocTHHIIMICHTHBIN aHATU3 (M3BJICYCHUE YPOKOB)

7. OueHOYHbIC MATEPHAJIBI IPOMEKYTOYHOM aTTeCTALMHA
1 cemecmp, Jx3amen
Koumponupyemwvie U/IK: OIIK-3.4
Bomnpocei/3ananus:
1. [TonsTre HanmoHaNLHOU Oe3onmacHocTH Poccuiickoit deneparuu.

2. HanmonaneHele nHTEpECH P 1 cTparernueckre HallnOHAIbHbIE IPUOPUTETHI.

3. Ponp uHpopmMannoHHOH Oe3omacHOCTH B 00ECHEYEHMM HAIMOHAJIBHOW 0€30MacHOCTH
rocyzapcTBa.

4. OCHOBHBIE COCTaBIISIIOIIME HAIMOHAJIbHBIX HHTEpecoB Poccuiickoit denepauuu B
nH(popMaImoHHOM cdepe.

5. IlonsTie nHpopManmoHHoi 6e3omacHocTH Poccuiickoii @eneparum.

6. MaTepeck! IMYHOCTH OOIIECTBA M TOCyJapcTBa B MHGOPMAITMOHHOM cdepe.



7. Buasl yrpo3 undopmarmonsoi 6ezonacuoctu Poccutickoit deneparun.

8. BHenmHue u BHyTpEeHHUE UCTOYHUKH yrpo3 HHGOpMaIMoHHON Oe3omacHocTH Poccutickoit
denepanuu.

9. Metonb! obecrieueHuss HTHPOpPMAIIMOHHON Oe3omacHocTH Poccuiickoii Deneparium.

10.
I1.
12.
13.
14.
15.
16.
17.
18.

19.
(baxTopoB.

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

30.

VlcTouHUKY MOHATHI B 00J1aCTH MH(POPMALIMOHHOM O€30MaCHOCTH.

OcHOBHBIE TIOHATHS HH(OPMALIMOHHOM 0€301MacHOCTH.
OOiemMeToA0I0THYECKIE TPUHLIUIIBI TEOPUN HH(POPMAIIHOHHOH 0€30MacCHOCTH.
[ToHsITHE ¥ CYITHOCTH 3aIIUIIIAEMON HHPOPMAIIHH.

[TpaBa u 06s13aHHOCTH OONagaTesns HHPOPMAIIHH.

Bune! 3amumniaemoi uHGOpMAaIu.

[lepeuens cBeaeHM KOH(UACHIIMAIBHOTO XapaKTepa.

[ToHATHE UHTEIIEKTYaTbHON COOCTBEHHOCTH M OCOOCHHOCTH €€ 3alUTHI.
[TonsaTue yrpo3sl HH(PpOPMAIIMOHHON 0€30IaCHOCTH.

dakTop, BO3ACHCTBYIONINI Ha 3aniIaeMyto nHpopManuio. TUsl AecTabUIN3UPYIOMINX

Knaccudukanus u Buapl yrpo3 nHGOPMAIIMOHHON O€301TaCHOCTH.
[IpoTokonupoBaHue U ayIUT KaKk CEPBUCHI O€30MaCHOCTH.
Kpunrorpadudaeckue cepBuch 6€301MaCHOCTH.

DKpaHUpPOBaHUE KaK CEPBUC 0€30MaCHOCTH.

AHanu3 3aUIIEHHOCTH KaK CepBUC OE30MacCHOCTH.

VYnpasneHue kak cepBUC 0€30MaCHOCTH.

Haznauenue popmanbHbix Mofeneit 6e3omacHocTH. [TonuTrka 6€30macHOCTH.
JuckpenronHas Mozens 6e3onacHocTd. Moaens Xappucona-Py330-VYibemana.
ManpnatHas Mmozens 6e3onacHocTi. Monens benna-Jlallamymbr.

dopmalibHbIe MOJIETH LIETOCTHOCTH.

[TonsiTHE POIEBOTO yNPaBICHUS JOCTYIIOM.



31. Mogenu, cTpaTeruu U CUCTEMBI o0ecriedeHust HH()OPMAITMOHHON 0€30MacCHOCTH.
32. Kpurtepuu 6€30mMacHOCTH KOMITBIOTEPHBIX cucTeM «OpaHkeBas KHATay.
33. O6mwme kpuTepun 6€30MacCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHH.

34. Kputepuu u knaccol 3anuuieHHoctd CBT u AC. PykoBomsmue nqokymeHThl @CTOK
Poccum.

35. CranpapTsl o ynpasieHuio HHPpopManoHHoii 6e3omacHocThio ISO/IEC 27000.
36. Knmaccuduxanusi 1 BO3MOKHOCTH TEXHHUYECKHUX Pa3BEIOK.
37. KomnbroTepHas pa3Bezka.

38. TexHuueckue KaHaJIbl YTEUKH MH(OpMAIMM MPHU IKCIUTyaTallMd aBTOMATHU3UPOBAHHBIX
CUCTEM.

39. DnexkTpoMarHuTHOE BO3aeHCTBHE U A((PEKTHI €T0 BO3ICHCTBHUS.

40. 3amuTa aBTOMAaTU3MPOBAHHBIX CHUCTEM M CPEACTB BBIYMCIWUTEIBHOM TEXHUKH OT
BHEIITHETO AIEKTPOMAarHUTHOTO BO3ICUCTBHUS.
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